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Bitcoin & Ethereum Overview

Bitcoin (Background)

Satoshi Nakamoto

Bitcoin: A Peer-to-Peer Electronic Cash System

Born: Unknown

Satoshi Nakamoto
ok SO satoshin@gmx.com
B | i www.bitcoin.org

Creator(s) of Bitcoin
Cryptocurrency

- Pseudonym; true identity has not been
verified or revealed

- Authored the Bitcoin whitepaper

« Designed first blockchain database . . .
Abstract. A purely peer-to-peer version of electronic cash would allow online

payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
e, benefits are lost if a trusted third party is still required to prevent double-spending.

........

et

T We propose a solution to the double-spending problem using a peer-to-peer network.

2 Investopedia . ST
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Bitcoin & Ethereum Overview

Bitcoin (Distributed Ledger)

Centralized Ledger VS Distributed Ledger
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Bitcoin & Ethereum Overview

Bitcoin (Blockchain)

Block header Block header Block header
Block N-1 Timestamp Block N Timestamp Block N+1 Timestamp
—p PrevBlockHash —p PrevBlockHash —p PrevBlockHash —>
MerkleRoot MerkleRoot MerkleRoot
Block body Block body Block body
Transactions Transactions Transactions

=5Mee &5 7= (530 orLte] M2 AZE[0 RUE)
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Bitcoin & Ethereum Overview

Bitcoin (Transaction)

How does a transaction get into the blockchain?

' L .

_—

L — - '_‘

A transaction A block representing The block is sent to every Nodes validate
1s requested and that transaction is node (i.e. participant) in the transaction
authenticated created the network

1

. .
b b 'fr =
. . u
The transaction 1s The update is distributed The block is added to Nodes receive a reward
complete across the network the exasting blockchain for Proof of Work, typically

in cryptocurrency

turomoney Learning 2020

w
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Bitcoin & Ethereum Overview

Bitcoin (Transaction)

How does a transaction get into the blockchain? \
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A transaction A block representing The block is senjfto every Nodes validate
1s requested and that transaction is node (i.e. partigipant) in the transaction
authenticated created the netwprk
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The transaction 1s The update is distributed The block is added ™ Nodes receive a reward
complete across the network the exasting blockchain for Proof of Work, typically

in cryptocurrency

turomoney Learning 2020
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Bitcoin & Ethereum Overview

Bitcoin (The Longest Chain Rule)

Lonaer Chain wins. Q
Shorter is "orphaned' '

Q@Tt 222 vo|7h Mik50%)0/4 B9l Holo| 22
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Bitcoin & Ethereum Overview

Bitcoin (Proof Of Work)

| Proof of Work

Angie = 9

oW 7 0000000000000
183%" 0000000000000
0000110001100
111010101100..

The Longest Chain Rule= 0| &%t 349l Sybil Attack & X|E /5l LI= HEZQIO| sfAX Sl ZHZ Hi
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Bitcoin & Ethereum Overview

Ethereum (Background)
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Bitcoin & Ethereum Overview

Ethereum (Account)

Transaction
EOA - EOA
Externally owned Contract account Value
account
<code>
P <code> Transaction
<code> EOA - CA
Code
Activation
Internal
Transaction Transaction
nonce balance codeHash | | storageRoot nonce balance codeHash | | storageRoot EOA Code—’ CA o > CA

k Activation Activation /

Contract Accounts (CA)
AEHE =0 ol FA %= Al BH

External Owned Accounts(EOA)
g} o] A
— Private Key©ll &J3]] EA45 = A4 A X
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Bitcoin & Ethereum Overview

Ethereum (Smart Contract)

Transaction
EOA - EOA
Externally owned Contract account Value
account
<code>
P <code> Transaction
<code> EOA - CA
Code
Activation
Internal
Transaction Transaction
nonce balance codeHash | | storageRoot nonce balance codeHash | | storageRoot EOA Code—’ CA o > CA

k Activation Activation /

Contract Accounts (CA)
| o&f A== A

External Owned Accounts(EOA)
g} o] A
— Private Key©ll &J3]] EA45 = A4 A X

= Smart Contract @
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Bitcoin & Ethereum Overview

Ethereum (Smart Contract)

o 2AZ3IH (ERC20, ERC721)
e DeFi

e Staking System

* Swap

e DEX

e DAO (Governance)

w
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Smart Contract Exploit Tech

Crfet 1 S

* Improper Input Validation * Frontrunning
* Incorrect Calculation e Uninitialized Proxy
* OQOracle/Price Manipulation * Governance Attacks

* Weak Access Control
 Replay Attacks/Signature Malleability
 Rounding Error

e Reentrancy

w
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Smart Contract Exploit Tech

1 S22 (Reentrancy Attack)

Withdraw

4

USTLL Never updated
/ Balance

Hacker DAO

e
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Smart Contract Exploit Tech

1 S22 (Reentrancy Attack)

1 //SPDX-License-Identifier :MIT
2 pragma solidity 70.6.0;
3
4  contract Vault {
5 mapping(address => uint256) public balances;
6
7  function deposit() public payable {
8 balances[msg.sender] += msg.value;
9 }
10

11  function withdraw(uint256 _amount) public {

12 require(balances[msg.sender] >= _amount);

13

14 (bool res, ) = payable(msg.sender).call{ value : _amount }("");
15 require(res);

16 balances[msg.sender] -= _amount;

17 }

18}

w
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Smart Contract Exploit Tech

1 S22 (Reentrancy Attack)

1 //SPDX-License-Identifier :MIT

2 pragma solidity 70.6.0;

> Reentrancy Attack

4  contract Vault {

5 mapping(address => uint256) public balances; vault

: / +

7 function deposit() public payable { 2. .callf value : _amount }("); 1. withdraw() 3. withdraw()
8 balances[msg.sender] += msg.value; \‘ I /

9 } Hacker
10

11  function withdraw(uint256 _amount) public {

12 require(balances[msg.sender] >= _amount);

13

14 (bool res, ) = payable(msg.sender).call{ value : _amount }("");
15 require(res);

16 balances[msg.sender] -= _amount;

17 }

18}

w
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Smart Contract Exploit Tech

1 S22 (Reentrancy Attack)

ra op

— [137370] Attack::withdraw(1000000000000000000 )

— [136669] Vault::withdraw(1000000000000000000 )

— [129042] Attack::receive{value: 1000000000000000000}()

— [106063] Vault::withdraw(1000000000000000000 )

— [98436] Attack::receive{value: 1000000000000000000}()

— [97357] Vault::withdraw(1000000000000000000 )

— [89730] Attack::receive{value: 1000000000000000000}()

— [88651] Vault::withdraw(1000000000000000000 )

— [81024] Attack::receive{value: 1000000000000000000}()

— [79945] Vault::withdraw(1000000000000000000 )

— [72318] Attack::receive{value: 1000000000000000000}()

— [71239] vault::withdraw(1000000000000000000 )

— [63612] Attack::receive{value: 1000000000000000000}()

— [62533] Vault::withdraw(1000000000000000000 )

— [54906] Attack::receive{value: 1000000000000000000}()

— [53827] vault::withdraw(1000000000000000000 )

— [46200] Attack::receive{value: 1000000000000000000}()

— [45121] Vault::withdraw(1000000000000000000 )

— [37494] Attack::receive{value: 1000000000000000000}()

— [36415] Vault::withdraw(1000000000000000000 )

— [8888] Attack::receive{value: 1000000000000000000}()

— [7809] Vault::withdraw(1000000000000000000 )
[182] Attack::receive{value: 1000000000000000000}()

- ¢« [Stop]

¢ [Stop]

— ¢ [Stop]

— ¢ [Stop]

— ¢ [Stop]

— ¢ [Stop]

— ¢ [Stop]

— ¢ [Stop]

— ¢ [Stop]

— ¢ [Stop]

— ¢ [Stop]

— ¢ [Stop]
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Smart Contract Exploit Tech

1 Z2iA (Reentrancy Attack Mitigation - # =)

1 //SPDX-License-Identifier :MIT
2 pragma solidity 70.6.0;
3
4  contract Vault {
5 mapping(address => uint256) public balances;
6
7  function deposit() public payable {
8 balances[msg.sender] += msg.value;
9 }
10

11  function withdraw(uint256 _amount) public {

12 require(balances[msg.sender] >= _amount);

13

14 (bool res, ) = payable(msg.sender).call{ value : _amount }("");
15 require(res);

16 balances[msg.sender] -= _amount;

17 }

18}

w
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Smart Contract Exploit Tech

1 Z2iA (Reentrancy Attack Mitigation - # =)

1 //SPDX-License-Identifier :MIT
2 pragma solidity 70.6.0;
3
4  contract Vault {
5 mapping(address => uint256) public balances;
6
7  function deposit() public payable {
8 balances[msg.sender] += msg.value;
9 }
10

11  function withdraw(uint256 _amount) public {

12 require(balances[msg.sender] >= _amount);

13

14 (bool res, ) = payable(msg.sender).call{ value : _amount }("");
15 require(res);

16 balances[msg.sender] -= _amount;

17 }

+ <
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Smart Contract Exploit Tech

1 S22 (Reentrancy Attack Mitigation)

1. Reentrancy Guard A}-&

Withdraw
/ 4 \
e Never updated
X
' Balance
Hacker .~ DAO

e
-
-
»
-
o".
-
-
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Smart Contract Exploit Tech

1 S22 (Reentrancy Attack Mitigation)

2. Checks Effects Interactions Secure Coding

Withdraw
4 e otate
/ \‘ Update first
aalan:
Hacker .-~ DAO

e
-
-
»
-
o".
-
-
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Smart Contract Exploit Tech

=38 2| MK

Blockchain Valley

Smart ContractOj| A BAligl=
Hol z|okA 2| MX| (Ethernaut)

by Park DoYeon (@p6rkdoyeOn)

June 26, 2024

w

© Hackingcamp. All Rights Reserved POC SECURITY



WEB3 ojj7{2| I =

« 8ll2] WEB3 HQt 3|ALS

o Zellic, Ottersec, Certik, Spearbit &
« =L WEB3 EQt 3|ALS

e Theori (Chainlight), Sooho, Hexlant &
* Bug Bounty Platform

e immunefi.com

* codedrena.com

* cantina.xyz

e hackerone.com

* patchday.io
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