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Corruption

. 48 AZEQ 0] A% Al

» Stack overflow, Heap overf

w
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FHUE 78 1

Buffer Overflow

|
» OIOIR2] Z0]0f| ChHet ==t 89

void parseFile() {
unsigned int size = 0; // file data size

unsigned char b; ® Stack / Heap %:ICEI,O'”A'lg_‘ %!O'lﬂ7‘
char data[100]; // file data buffer

FILE* file = fopen("testfile”, "rb"); * strcpy, scanf, fread ...

// get file data size
for(int 1=0; 1<3; 1++) {
fread(&b, 1, 1, file);

size += b —

}

STACK
COOKIE

// get file data
fread(data, 1, size, file);

data[100] B

w
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2

Integer Issue

void readData() { void readData() {
char *buf; char *buf;

int size; unsigned int size;
scanf("%d", &size); scanf("%d", &len);

buf = (char*)malloc(size+l); buf = (char*)malloc(size*4);
if(!buf) { if(!buf) {
printf("Allocation fatiled"); printf("Allocation fatiled");
return; return;
} }

read(0, buf, size); read(0@, buf, size);

X 4

0x§00000004

o -1 < OxFFFFFFFF
w
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Out of Bounds Read/Write

void parseFile2() {
// do something
}
void callme() {
sytem("/bin/sh");
} o HYIE
void parseFile() { HFAH
unsigned char offset[10]; = O
unsigned char data[10];
char buf[100];

void (*func)() = parseFile2;
FILEx file = fopen("testfile", "rb");

// read 10byte offset olol = A Ol O] A L _|_|_
) : . — O

fread(offset, 1, 10, file); ® I:I—l T I 27 7| =5 7‘ 7|_O

// read 1l0byte data

fread(data, 1, 10, file);

// overwrite data
for(int 1=0; 1<10; 1++) {

*(buf + offset[i1]) = data[i];
}

func();

POC SECURITY






Types Of Testing Methods

Black Box White Box Grey Box
Testing Testing Testing

(Unknown Internal (Known Internal (Internal Code
Code Structure) Code Structure) Structure Partially
Known)

https://kratikal.com/blog/types-of-testing-techniques-black-white-and-grey-box/

© Hackingcamp. All Rights Reserved
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Dumb I X vs WIinAFL 1 X

Dumb I{ X WinAFL I X
- HESHA O =& - AE AHAHE|X| 5
COD2O SE RN 2TQ . BEO|M 7|8 T{X
R T LS S Lmzaw sEo| o 24 =g
2RO §Y| 01218 CERSH O WA T 58
HS 8 B AZ R eXel HA Jts

1) A E HHZ|X|: HAE AHO|A7 Z2 o] Ol 3 E BEE

o =
= =
2) RHIO|M: E78 L 112|E= O|8dA 7[EL| ¥4 HO|HE BHASHH M2
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procedure parse_pea cl; //exit at first error with descriptive message, including parameters passed 1f relevant
var 1i,k:dword;
begin
i:=0;
try
out_param:=(paramstr(2));
'// control volume size
try
ch_size:=strtoqword(paramstr(3));
if ch_size=0 then ch_size:=1024*%1024*1024%*1024*%1024;//high(ch_size); set to 1024 TB// if chunk size is set to @ no chunks will be done

except

internal_error('"'+paramstr(3)+'" is not a valid chunk size; values allowed are 1..2764, © to don''t split the input’);

end;
//get compression algorithm
compr:=upcase(paramstr(4));

if decode_compression_algo(compr,compr_level)<>@ then

internal_error('""+compr+'" is not a valid compression algorithm, please refer to the documentation for supported ones');

//get volume control algorithm

w
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(,‘ IDA - Xcf.dllidb (Xcf.dll) C:\Program Files (x86)\IrfanView\Plugins\Xcf.dll.idb
File Edit Jump Search View Debugger Lumina Options Windows Help

==

[~ : i - "El 'F" 'ﬂ'm ‘3> W & B !‘ E;Tlﬁuu?;i ml' 3 Iﬁ = N Windbg debugger v ﬂ@ E.?.If" :m

S [ TN

‘H Library function B Regular function Instruction Ml Data Unexplored M External symbol Lumina function

H Functi X IDA View-A, Pseudocode-A X Hex View-1 X 2 Structures X B Enums
Function name A 18 IDA View-A RN ® Pseudocode-A
— - °| .text:10002493 mov ecx, esp A
—CllEEIEEs ‘| .text:10002495 push  ea
—aulldiv ‘| .text:10002496 call  sub_10008010
Bdjj free base *| .text:1000249B mov ecx, eb
Bd sub_1002901D ‘| .text:1000249D call  sub_10002610 |
B sub_10029038 *| .text:100024A2 mov ebx, [ebp+Block]
I sub_10029050 *| .text:100024A5 mov esi, [ebx]
Sstrchy | .text:100024A7 mov ebx], ebx
—from_strstr_to. ‘| .text:100024A9 mov ebx+4], ebx
-weschr *| .text:100024AC cmp esi, ebx
_strrchr *| .text:100024AE jz short loc_100024D6
-memcmp .text:100024B0
— i) .text:100024B0 loc_100024B0: }
e r--0 | text:100024B0 ecx, [esi+8] }
_call wsetlocale .text:100024B3 edi, [esi] sub_10008010 ( ( )&v27 + 1, ( )Block);
—setlocale : .text:100024B5 ecx, ec sub_10002610(this, ( )HIDWORD(v27), v28);
P -] .text:100024B7 short loc_100024C5 v20 = Block[e];
—Clpow.default i .| toxt:100024B9 dword ptr [ecx+@Ch], @FFFFFFFFh v21 = *( )Block[0];
—pow.default .. .| text:100024BD short loc_100024C5 o )Block[@] = Block[0];
testwhether. TC & .| toxt:100024BF eax, [ecx] v20[1] = v20;
-mbstowes Lhelp : 1 .| text:100024C1 1 if ((v2l 1= v20 )
—mbstowes s 1 .| toxt:100024C3 dword ptr [eax] {
-mbstowes s i .text:100024C5 do

*v31 = v18;
vl9 = ( ( ) (
if ( v35 )
{
v3 = (*( )(v35 + 12))--
if (v3)
(**v19)(v19, 1);
}
vid = ( )*vil4;
if ( vld == v13 )
break;
VEEREIN )Block[@];

o909 09 S99

_pow

X N N NN N

__wcestombs s |
_ Clpow_pentiurr
__pow_pentium4
___acrt_initialize_t
_ ftoui3
__ftol3_except
__dtoui3

_ultod3_uint32
__libm_sse2_pow.

B@ sub_1002D934

Ed sub_1002D93E v
< >

Line 1013 of 1013
AU: idle |up  |Disk: 8468

_text-

100024C5
100024C5
100024C7
100024C8
100024CD
100024D0
100024D2
100024D4
100024D6
100024D6
100024D6
100024D8

100024D9
100024ANF

loc_100024D6:

0000189D 1000249D: sub_10002190+30D

<

WinDbg, x64Dbg S 9

e | .text:100024C5 loc_100024C5: {
¥ .text:

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

oCh

sub_10028A1E
esp, 8

short loc_100024B0

oCh

sub_10028A1E

v22 = v21[2];

v23 ( )*v21;
if (v22 )

{

if (v3 )
(**(
}

v28 = 12;
sub_10028A1E(v21);
v21 = v23;

}

while ( v23 != v20 );

an duword ntr [ehn+var 1C1 1

E O
==

0000189D sub_10002190:185 (1000249D)
<

Q3| =27

© Hackingcamp. All Rights Reserved

v3 = (*( Y(v22 + 12))-- == 1;

)Iv22)(v22, 1);
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' Handles| B DLLS‘I] Threads

Name Description

UPDF.exe UPDF

UPDFKit.dll UPDFKit
libcrypto—1_1-x6... OpenSSL library
libcrypto—3—x64.dll OpenSSL library
Qt5Core.dll C++ Application Dev...
Qt5Gui.dll C++ Application Deuv...
Qt5Widgets.dll C++ Application Dev...
libeay32.dll OpenSSL Shared Libr...
d3d9.dll Direct3D 9 Runtime
winspool.drv Windows AZ2{ E¢2}...
nlansp_c.dll NLA Namespace Ser...
wshbth.dll Windows Sockets He...
winrnr.dll LDAP RnR Provider ...
pnrpnsp.dll PNRP Ul AHOIA ...
NapiNSP.dll SO Y A(Shi...
qwindows.dll C++ Application Deuv...
mpr.dll Lts =2 A 2k<*E DLL
GdiPlus.dll Microsoft GDI+

Company Name

Superace Softw...
Superace Softw...
The OpenSSL P...
The OpenSSL P...
The Qt Compan...
The Qt Compan...
The Qt Compan...
The OpenSSL P...

Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...

The Qt Compan...

Microsoft Corp...
M@crosoft Corp...

Path

C:WProgram Files (x86)WUPDFWUP...
C:WProgram Files (x86)WUPDFWUP...
C:WProgram Files (x86)WUPDFWIibc...
C:WProgram Files (x86)WUPDFWIibc...
C:WProgram Files (x86)WUPDFWQt5...
C:WProgram Files (x86)WUPDFWQt5...
C:WProgram Files (x86)WUPDFWQt5...
C:WProgram Files (x86)WUPDFWIibe...
C:WWindowsWSystem32Wd3d9.dll

ASLR -

ASLR
ASLR
ASLR
ASLR
ASLR
ASLR
ASLR
ASLR
ASLR

C:WWindowsWSystem32Wwinspool.drv ASLR

C:WWindowsWSystem32Wnlansp_c.dll
C:WWindowsWSystem32Wwshbth.dll
C:WWindowsWSystem32Wwinrnr.dll
C:WWindowsWSystem32Wpnrpnsp.dll
C:WWindowsWSystem32WNapiNSP.dll
C:WProgram Files (x86)WUPDFWplat...
CWWindowsWSystem32Wmpr.dll
C:WWindowsWWinSxSWamdo64_micr...

ASLR
ASLR
ASLR
ASLR
ASLR
ASLR
ASLR
ASLR

Ccontro...

CFG
CFG
CFG
CFG
CFG
CFG
CFG

CFG
CFG

NN

https://learn.microsoft.com/en-us/sysinternals/downloads/sysinternals-suite

© Hackingcamp. All Rights Reserved

Image Base

Ox/7FF7680D0000
Ox/7FFEC/7970000
Ox/7FFEDBEFO000
Ox/7FFEDC240000
Ox/7FFEDC 750000
Ox7FFEDCD20000
Ox/7FFEDDS5A0000
Ox/7FFEE26F0000
Ox/7FFEE38F0000
Ox/7FFEEC130000
Ox/7FFEF2E00000
Ox/7FFEF2E30000
Ox/7FFEF2E50000
Ox/7FFEF2E/70000
Ox/7FFEF5500000
Ox/7FFEF5B880000
Ox/7FFEFABB0000

Base

Ox/7FF7680D0000
Ox/7FFEC/7970000
Ox/7FFEDBEFO000
Ox/7FFEDC240000
Ox/7FFEDC 750000
Ox/7FFEDCD20000
Ox/7FFEDDS5A0000
Ox/7FFEE26F0000
Ox/7FFEE38F0000
Ox/7FFEEC130000
Ox/7FFEF2E00000
Ox/7FFEF2E30000
Ox/7FFEF2E50000
Ox/7FFEF2E70000
Ox/7FFEF5500000
Ox/7FFEF5B80000
Ox/7FFEFABB0000
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Search Results

There are 9 CVE Records that match your search.

Name
CVE-2022-47069
CVE-2019-1000019

CVE-2018-10115

CVE-2017-17969

CVE-2016-9296

CVE-2016-8689

CVE-2016-4300

CVE-2016-2335

CVE-2016-2334

Description
p7zip 16.02 was discovered to contain a heap-buffer-overflow vulnerability via the function NArchive::NZip::CInArchive::FindCd(bool) at CPP/7zip/Archive/Zip/ZipIn.cpp.

libarchive version commit bf9aec176c6748f0ee7a678c5f9f9555b9a757c1 onwards (release v3.0.2 onwards) contains a CWE-125: Out-of-bounds Read vulnerability in 7zip
decompression, archive_read_support_format_7zip.c, header_bytes() that can result in a crash (denial of service). This attack appears to be exploitable via the victim opening a
specially crafted 7zip file.

Incorrect initialization logic of RAR decoder objects in 7-Zip 18.03 and before can lead to usage of uninitialized memory, allowing remote attackers to cause a denial of service
(segmentation fault) or execute arbitrary code via a crafted RAR archive.

Heap-based buffer overflow in the NCompress::NShrink::CDecoder::CodeReal method in 7-Zip before 18.00 and p7zip allows remote attackers to cause a denial of service (out-
of-bounds write) or potentially execute arbitrary code via a crafted ZIP archive.

A null pointer dereference bug affects the 16.02 and many old versions of p7zip. A lack of null pointer check for the variable folders.PackPositions in function
CInArchive::ReadAndDecodePackedStreams in CPP/7zip/Archive/7z/7zIn.cpp, as used in the 7z.so library and in 7z applications, will cause a crash and a denial of service when
decoding malformed 7z files.

The read_Header function in archive_read_support_format_7zip.c in libarchive 3.2.1 allows remote attackers to cause a denial of service (out-of-bounds read) via multiple
EmptyStream attributes in a header in a 7zip archive.

Integer overflow in the read_SubStreamsInfo function in archive_read_support_format_7zip.c in libarchive before 3.2.1 allows remote attackers to execute arbitrary code via a
7zip file with a large number of substreams, which triggers a heap-based buffer overflow.

The CInArchive::ReadFileltem method in Archive/Udf/UdfIn.cpp in 7zip 9.20 and 15.05 beta and p7zip allows remote attackers to cause a denial of service (out-of-bounds read)
or execute arbitrary code via the PartitionRef field in the Long Allocation Descriptor in a UDF file.

Heap-based buffer overflow in the NArchive::NHfs::CHandler::ExtractZlibFile method in 7zip before 16.00 and p7zip allows remote attackers to execute arbitrary code via a
crafted HFS+ image.

© Hackingcamp. All Rights Reserved
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\ ReadFile Load Library \
e —_—
file .
A B
cHof ZRIWe of2 JHK| HEAE POl £ AU
. SIAMKIE (||1o] BHAE E2{Qf mAl 43

w
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B Process Monitor Filter

Filters were in effect the last time you exited Process Monitor:

Display entries matching these

Operation v contains v v | then Include v
Reset Add Remove

Column Relation Value Action
B@Proces... contains 2paq Include H 234”2?52’0‘;?8 ;mcesssgame 8;;: Up: ratliﬁl cpjvti 274 # SHT:S:;SS ol:faauo 4,096, P Normal

. ) ] M 234186, He i_view32 exe = ReadFile L ecw_sampleWsampleee.ecw U set. 0, Length: 4,096, Priority: Norma
W Operat... contains createfile Include 2 2:34:16.1929098 ¢ i_view32 exe 8676 «<© Load Image C:¥Program Files (x86)¥IrfanViewPlugins'®Ecw.dll SUCCESS Image Base: 0x10000000, Image Size: 0x15000
5 . . @7 2:34:16.1943632 ¢ i_view32 exe 8676 <© Load Image C:¥Program Files (x86)¥IrfanViewPlugins®™EcwWNCSEcw.dll SUCCESS Image Base! 0x28c0000, Image Size! 0x134000

‘W Operat... contains readfile Include A 2:34:16.1947973 ¢ i_view32 exe 8676 «© Load Image C:#Program Files (x86)%|rfanViewwPlugins™EcwWNCSEcw.dll SUCCESS Image Base: 0x28c0000, Image Size: 0x134000
@ Path ntain roaram Includ @M 2:34:16.1966285 R¢ i_view32 exe 8676 < Load Image C'¥Program Files (x86)W|rfanView®wPlugins®WEcwWNCSUtl. dll SUCCESS Image Base: 0x2830000, Image Size: 0x2e000

Co Ins prog Cluae M 2.34:16.1966321 iﬁ i_view32 exe 8676 < Load Image C:¥Program Files (x86)WIrfanViewWPlugins®WEcwWNCScnet.dll SUCCESS Image Base: 0x2880000, Image Size: 0x1b000
o I ; 2 234161975071 X i_view32 exe 8676 «<© Load Image C:¥Program Files (x86)¥IrfanViewWPluginsWEcw¥WNCSULl. dll SUCCESS Image Base: 0x2830000, Image Size' 0x2e000
::Path contains downloads  Include i 2:34:16,1982320 2 i_view3D. exe £76 < Load Im C:#¥Proaram Files (x86)#irfanViewWPluginsWECwWNCSenet. dl E Imaqe Base: (2880000, Image Size: 0x|b00D
| ) WP PP | I Yy | Y [P [

OK Cancel

U 25 KernelBase.dll LoadLibraryExW + 0153
U 26 KernelBase.dll LoadLibrary'W¥ + Ox11
i3 I_view3dZ exe i_view3dZ exe + OxBbdec

Ox 7706fe93
Ox 7706chb1
Oxdcbhdec

C:¥WWindowsWsysWOWBAWKernelBase. dll
C:¥WWindowsWsSysWOWBAWKernelBase. dll
C:*¥*Program Files (x86)¥IfanViewWi_view32 exe

https://learn.microsoft.com/en-us/sysinternals/downloads/sysinternals-suite

ReadFile, Image Load S22 =2 ZE 250 <

© Hackingcamp. All Rights Reserved
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(,‘ IDA - Xcf.dllidb (Xcf.dll) C:\Program Files (x86)\IrfanView\Plugins\Xcf.dll.idb

File Edit Jump Search View Debugger

P omg EE
ii ™

i M Library function

H Functi

Function name

-

] X

Regular function

~ 18 |DA View-A

E __alloca_probe
K

_aulldiv

ﬁ j_j__free base
Ed sub_1002901D
Ed sub_10029038

%)
=
‘U
—
o
o
N
e}
(=)
[
o

_wc

_memchr

_setlocale

_pow

_ ftoui3

_ dtoui3

from_strstr_to_

__uncaught_exc¢

_call_wsetlocale

_ Clpow_default
__pow_default
_test_whether_TC
_mbstowcs_|_helf
__mbstowes s _|
_mbstowcs_s
_wcestombs_|_helg
_ wcestombs_s_|
_ Clpow_pentium
__pow_pentium4
acrt_initialize_1

_ ftol3_except

_ultod3_uint32
__libm_sse2_pow,

K3 sub_1002D916
Ed sub_1002D920
Ed sub_1002D92A
Ed sub_1002D934
sub_1002D93E v

<

>

Line 1013 of 1013

AU: idle |Up

| Disk: 8468

IDA View-A, Pseudocode-A X ]

Lumina

Instruction [l Data

Options  Windows

A

Unexplored Ml External symbol

Hex View-1

> @ W Windbg debugger

X 7]

Lumina function

Structures

o @ X

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

text

10002493
10002495
10002496
10002498
1000249D
100024A2
100024A5
100024A7
100024A9
100024AC
100024AE
10002480
10002480
100024B0
100024B3
100024B5
100024B7
10002489
100024BD
100024BF
100024C1
100024C3
100024C5
100024C5
100024C5
100024C5
100024C7
100024C8
100024CD
100024D0
100024D2
100024D4
100024D6
100024D6
100024D6
100024D8
100024D9
- 100024ANDF

mov
push
call
mov
call
mov
mov
mov
mov
cmp
jz

loc_100024B0:

loc_100024C5:

loc_100024D6:

0000189D  1000249D: sub_10002190+30D

<

5

sub_10008010

sub_10002610 |

ebx, [ebp+Block]
si, [ebx]

short loc_100024D6

ecx, [esi+8]
edi, [esi]

short loc_100024C5
dword ptr [ec

short loc_100024C5

eax, [ecx]
1
dword ptr [eax]

oCh
sub_10028A1E
esp, 8

Sdly (Jefl

edi, eb
short loc_100024B0

oCh

sub_10028A1E
pax dword ntr [eh

+0Ch], OFFFFFFFFh

+var 1C1

A

v ‘alE] BT

L’ C:\Users\chans\Downloads\wbz\i_view3202.run - WinDbg 1.2308.2002.0

oy View
{} Step Out

Step Into
Break Go g ete
. {} Step Over

Enums

B Pseudocode-A

Command X

0000189D sub_10002190:185 (1000249D)

<

*v31l = v18;
vi9 = ( (
if ( v35 )
{ _
V3 = (*( )(v35 + 12))-- ~ Send0ds
if (v3)
(**v19)(v19, 1);

)( Time Travel Position: 82FC

0111813 ??
0:000> t-
Time Travel Position: 82F

???

} **% WARNING: Unable to verify checksum for WBZ.DLL
€ax=00000000 ebx=0019d5be ecx=d1b638e5 edx=00000000 esi=000Of600 edi=03e5168f
eip=00443f66 esp=0019d8e8 ebp=00000271 iopl=0
es=002b fs=0053 gs=002b

vid = ( )*vi14;
if (vl4 == v13 )
break; €s=0023 s$5=002b ds=002b
v33 = (int)Block[0]; i_view32+0x43f66:
3 00443f66 21000
} 0:000> t-
sub_10008010( ( Y&v27 + 1, ( )Block); Time Travel Position: 82FC
sub_10002610(this, ( YHIDWORD(v27), v28);
v20 = Block[0@];
v21 = *( )Block[O];
“(( )Block[@] = Block[@];
v20[1] = v20;
if (v21 != v20 )

ret

€sS=0023 ss=002b ds=002b
i_view32+0x43f60:

00443160 81c400020000 add

Breakpoints

{'} Step Out Back
{'} Step Into Back

16h

o
{} Step Over Back gack

esp, 200h

Restart
Stop Debugging
Detach

Time Travel

ss=002b ds=002b es=002b fs=0053 gs=002b

es=002b fs=0053 gs=002b

Model

BB

Settings Source Assembly

Source
?2 &
: [

Feedback

Scripting

ool
10101

Memory

Local
Help ~

€ax=00000000 ebx=0019d5be ecx=d1b638e5 edx=0000V0OO0 esi=000OT600 edi=03e5168f
eip=0f111813 esp=0019d8fc ebp=00000271 iopl=0

nv up ei pl nz na pe nc

ef1=00000206

nv up ei pl nz na pe nc

ef1=00000206

€ax=00000000 ebx=0019d5be ecx=d1b638e5 edx=00000000 esi=0000f600 edi=03e5168f
eip=00443f60 esp=0019d6e8 ebp=00000271 iopl=0

nv up ei pl zr na pe nc

{ Kl

ef1=00000246

g

D]

Command

do |0:000>]

{

Stack Timelines

v22 = v21[2];

Breakpoints

Memory 0

X

v

v23 = (
if (v22)
{ 98 2B
v3 = (*( )(v22 + 12))-- == 1; 56 FF
if ( v3) c2 10
(*¥*( ) ( ))v22)(v22, 1); 2C 59
¥ 83 c4
v28 = 12; 50 68
sub_10028A1E(v21); 81 c4
v21 = v23; 57 8B
56
while ( v23 != v20 ); 68
1 00
44
or

)*v21;

5A
15
00
(]
08
28
00
ED)

00
c4
e
52
8D
29
02
Do

© Hackingcamp. All Rights Reserved

8D
A3
D8
E8
44
59
00
A4

4ac
54
(4
GE
24
00
()
54
6C

24
00
00
AC
(23
Sl
2
00
2C
68
c4

o1
oo

6A
co
75
00
05
15
()
88
()
06
02

00
1A

00
5E
33
8B
68
c4
8B
2C
68
00
00

74
22

il
81
8D
8C
98
A3
B4
59
BO
00
00

20
EQ

68
(@
54
24
2B
54
24
00

28
00
24
10
5A
00
08

29
02
04
02
00
33
02
AE

00
00
I\
00
00
SE
00
00
FF
B8
90
44

Address: | @S$scopeip

4+Z..L$.5.0h()Y.
V2.22T.327.2....

W.=2?T.h.,Y.h?..
.V2?h1,Y.h?...V?
2hP,Y.h?...V?? ?

n

Disassembly

Address: | @$scopeip

‘ Follow current instruction

00443120
00443123
00443128
00443f2a
00443f2e
00443133
00443134
00443139
00443f40
00443143
00443147
00443149
00443f4e
00443150
00443151
00443156
00443157
00443f5d
00443f5f

op
0044360 81c400020000  add esp, 206h

00443166
00443169
00443170
00443171
00443177
00443f7c
00443181
00443182
00443184
00443189
00443f8e
0044318f
00443191
00443196
00443f9b
00443f9c
00443f9%e
0044319 f

c21000

3dd8070000 cmp
7533 jne
8d542404 lea
68202c5900 push
52 push
e8ceac0800
8b8c2410020000 mov
83c408 add
8d442404 lea
6a05 push
68982b5a00 push 5A2B98h

6200 push (%]

50 push eax

6828295900 push 592928h

51 push ecx

ff15c4a35400 dword ptr ds:[54A3C4h]
33co eax, eax

Se p esi

10h

eax, 7D8h
00443F5D
edx, [esp+4]
592CA@h

edx
004CECO7
ecx, dword ptr [esp+216h]
esp, 8

eax, [esp+4]
5

xor

€21000
8bb42408020000 mov
57 push
8b3dd0a45400  mov
68882c5900 push
682060000 push
56 push
ffd7
686c2c5900
68b0060000
56

ffd7
68502c5900
68b1060000
56

ffd7

5f
b801000000

106h

esi, dword ptr [esp+208h]
edi

edi, dword ptr ds:[54A4D0h]
592C88h

6AEh

esi

edi

592C6Ch

6Boh

esi

edi

592C56h

6B1h

esi

edi

edi

eax, 1

push
push
push

push
push
push

pop
mov
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#include <Windows.h>
#include <stdio.h>

#pragma warning(disable:4996)

const wchar _t* GetWC(const char* c)

{

const size_t cSize = strlen(c) + 1;
wchar_t* wc = new wchar_t[cSize];

mbstowcs(wc, c, cSize);

return wc;

}

typedef DWORD(*ReadGimpXcfW)(const wchar_t*, void*, voidx*,
voild*);

ReadGimpXcfW func;
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extern "C" __declspec(dllexport) __declspec(noinline) 1int
fuzzme(const wchar_t* path)
{

WCHAR argv2[0x300] 0, };

b

WCHAR argv3[272] = i
DWORD argv4[0x300] 0, };

b

argv4[0] = 36;
func(path, argv2, argv3, arqgvéd);
return 1;

}

vold main(int argc, char** argv)
{
HMODULE xcf = LoadLibraryA("Xcf.dll");
func = (ReadGimpXcfW)GetProcAddress(xcf, "ReadGimpXcfW");
printf("sp %p\n", xcf, func);
fuzzme(GetWC(argv[l]));

© Hackingcamp. All Rights Reserved
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X
$lop

AME ot

Archive header (10 byte) Objects
1 byte "magic number” field: $EA;

1 byte version number field;

1 byte revision number field

1 byte for volume control scheme;

1 byte for archive-wide error correcting scheme; S

1 byy:e declaring the OS were the stregam was built; TR et ]
1 byte declaring OS date and time encoding

1 byte declaring object name character encoding;

1 byte declaring CPU type (encoded in 7 bit) and endianness (in msb)

1 byte reserved for future use

Trigger objects Control tags J

- WS o 2

* http://fileformats.archiveteam.org/wiki/Main_Page

Stream header (10 byte)

Object name size, word (50000, object is a trigger);
4 byte trigger type ("POD"$00);

p— \te cOMpression scheme;

byte stream control scheme;

byte object4evel control scheme:;

byte stream-wide error comection scheme

—
(Obj“them‘ . - \
Obectnamoowe > —
Object name. variable sized (controlled by previous variable) o 7 — | | I‘
Object date and time, last modified (dword) L
Object atinbutes (dowors ...
Objectseclgqeoy,
<

20 Chet =ME ol A8 M
o)
—

offset(h) 00 01 02 03 04 05 06 07 08B 09 0A OB OC OD OE OF Decoded text

Otheobiecs. Qooooo00 12 12 BD 0a 53 45 43 54 49 4F 4 0Aa 20 20 32 0a . 3:} SECTION. 2.
e 00000010 45 4E 54 49 54 49 45 53 0A 20 20 20 0A 4C 49 4 ENTITIES. O.LIN
Trigger EOA' End Of Archive (close the last stream in the 00000020 45 0a AQ0 20 38 0Aa 30 0a 20 21 20 0a 30 2E 30 20 E. 8.0, 10.0.00
e, hosoe e = 108 o) 00000030 324 320 34 22 0A 20 32 20 0A 2D 30 Z2E 30 29 31 23 4042. 20.-0.0913
S Q0000040 30 23 0A 20 33 20 0A 20 2E 20 31 24 34 23 39 0A 03. 30.0.014439.
authenticationtag
Voiurﬁeéontrol'tag: .

Ly
Image 2: PEA version 1 revision 1 file format flowchart (archive saved as single volume) 6

© Hackingcamp. All Rights Reserved POC SECURITY



C:\path\to\DynamoRIO-Windows-10.0.0\bitn32\drrun.exe -c winafl.dll -debug -target_module Harness_xcf.exe

-coverage_module Xcf.dll -target_method fuzzme -fuzz_titerations 10 -nargs 1 -- Harness_xcf.exe @@
fuzzeh MM E O|& ol Jl 2
AHEIXIE 7|2 28 ELZA k4Tt CHA| AJREE| 7| M ABHEt A|C) Bhe g4

w
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Module loaded, drx.dll

Module loaded, VCRUNTIME140.dll
Module loaded, ucrtbase.dll
Module loaded, KERNEL32.dll
Module loaded, KERNELBASE.AII
Module loaded, ntdll.dll

Module loaded, Avif.dll

In pre_tuzz_handler
In OpenFileW, reading C:¥WwwwiflfranView#harnessWavif_harness#ReleaseWabydos.avif
In post_fuzz_handler
In pre_fuzz_handler
In OpenFileW, reading C:WwwwtlfranView#harnessWavif_harness#ReleaseWabydos.avif
In post_fuzz_handler
In pre_fuzz_handler
In OpenFileW, reading C:¥WwwwtlfranView¥harnessWavif_harness#ReleaseWabydos.avif
In post_fuzz_handler

Coverage map follows:

© Hackingcamp. All Rights Reserved

DynamorioZl €% A|&olHAM DLLES Ol 2 2|0
ECabs 14 B0

(EtZ DLLE It 2EEF Of QA E[= DLLEO| C}E 3% EX)

HYE X2, AlE I+ HAE,

WA K2t

(-5I'L'|I¢ A2 XM Al AlE IO 217] fEIEH)

El7l R E(dI)e] I E HH2|X| W =l
=

(L5 &4 TY AT Al HHE|X] S o &)

w
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—

|2 & 2|
@

DynamoRIO HtO|H 2| (drrun, drconfig)?t Y= C|=H E2]

HH7H 2 2 X-|XI—'<'5L [

2t
o

= A0 ek EfgOorx

afl-fuzz.exe -1 itn -out out -D C:\path\to\DynamoRIO-Windows-10.0.0\bitn32 -t 10000

-- -target_module Harness_xcf.exe -coverage_module Xcf.dll -target_method fuzzme
-fuzz_1terations 100 -nargs 1 -- Harness_xcf.exe @@

[& 4]

HH =4

-M [fuzzer®¥] / -S [fuzzerd] : Master-Slave &=

s

-x [dictionary I} ?|X]] : FHO|HO| &8 EZ =5 Al

| avif dict - Windows 2%

oer EJEE AMAO) 2V EEZH)
|M AGIC="¥Wx00¥x00¥Wx00%Wx2 0 x66¥x 7 4% x 7 9% x 7 O x6 1¥x 7 6¥Wx6 9% x 66"

avif="%x61¥x7 6¥x69Wx66¥x6 DWx6 W x66¥x3 1¥x6 D¥WXx6 9% x6 11 x66"
meta="Wx6DWx65%Wx/4%x61"

hdlr="%x68%x64%x6CHx72"
pict="%Wx70Wx69%x74¥%x6D"

O X

w
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WinAFL 1.17 based on AFL 2.43b (fuzzer01) WinAFL 1.17 based on AFL 2.43b (fuzzered)

+- process timing ————m7Hm8Mm8m8MmM™M——————————————— +— overall results ———-—# +— process timing ————————————————————————————————————— i— overall results —-———t

| run time : 0 days, 5 hrs, 1 min, 48 sec | cycles done : 0 | | run time : © days, 5 hrs, © min, 26 sec | cycles done : 36 |

| last new path : © days, 0 hrs, 50 min, 53 sec | total paths : 3u7 | | last new path : @ days, @ hrs, 2 min, 4 sec | total paths : 917 ||

| last uniq crash : 0 days, 2 hrs, 32 min, 31 sec | uniq crashes : 14 | | last uniq crash : @ days, 0 hrs, 8 min, 31 sec | uniq crashes : 41 |

| 1last uniq hang : 0 days, © hrs, 51 min, 12 sec |  uniq hangs : 6 | | last uniq hang : 0 days, @ hrs, 8 min, 20 sec | uniq hangs : 12 |

= @EE (SRS +— map coverage —+—————————————————————— + +- cycle progress ———————————————————- += map coverage —+t-————————————————————— i

| now processing : 2 (0.58%) | map density : 1.54% / 4.76% | now processing : 87ux (95.31%) | map density : 1.54% / U.95%

| paths timed out : 0 (0.00%) | count coverage : 2.40 bits/tuple | paths timed out : 0@ (0.00%) | count coverage : 2.92 bits/tuple

+- stage progress + findings in depth +- stage progress + findings in depth

| now trying : arith | favored paths : 2 (0.58%) | now trying : trim 16\16 | favored paths : 90 (9.81%)

| stage execs : 9640/2.27M (0.42%) | new edges on : 91 (26.22%) | stage execs : 170/1018 (16.70%) | new edges on : 129 (14.07%)

| total execs : 1.37M | total crashes : 1657 (14 unique) | total execs : 1.20M | total crashes : 2728 (41 unique)

| exec speed : 86.26/sec (slow!) | total tmouts : 12 (6 unique) | exec speed : 74.09/sec (slow!) | total tmouts : 30 (12 unique)

+- fuzzing strategy yields ——————————- e s e +— path geometry +- tuzzing strategy yields ————————7 -~ t=—— +- path geometry

| bit flips : 236/131k, 39/131k, 15/131K | levels : 2 bit flips : n/a, n/a, n/a I levels : 4
byte flips : 3/16.4k, 2/16.4K, 1/16.uk | pending : 347 byte flips : n/a, n/a, n/a | pending : 308

arithmetics : 61/916k, 0/0, 0/0 | pend fav : arithmetics : n/a, n/a, n/a | pend fav : 1

known ints : 0/0, 0/0, 0/0 | own finds : 343 known ints : n/a, n/a, n/a | own finds : 289

| imported : dictionary : n/a, n/a, n/a | imported : 624

| stability : , : 223/123k, 107/329k | stability :

havoc : 0/0, 0/0
: 0.00%/1016, 0.00% : 28.69%/730Kk, n/a

|
|
|
|| dictionary : 0/0, 0/0, 0/0
|
|
: [cpu@OOOOl: 9%] - [cpuGoOO6L: 10%]

OfAE-S20|E REZ HH
Sof0[E= ®7HIO|E 8= =AML

—
Zt M2 qL3 32fA|7} Lt
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for num in range(ten):
for 1 in range(1l, 7): for 1 in range(num*10, (num+1)*10):

current_directory = os.path.join(baseidirectory, f'"fuzzer0{i}/crashes") timeo;zg;?ig()f start /b windbgx -c "g;k;r" -loga "{out_path}{crash_list[i]}.txt" "{exe_path}" "{dir_path}{crash_list[i]}""')

os.system('taskkill /IM "Dbgx.Shell.exe" /F')
file _number = 0

for filename in os.listdir(current_directory): # 27 W 23|

1f not filename.endswith(ext) and not filename.endswith('.txt'): log_file in os.listdir(log_dir):
parts = 'filﬁéﬂ&ﬂﬂe.fsp].it( L with qpen(os.path.JOLn(logidLr, log_file), 'r') as file:
_ e lines = file.readlines()
exception_type = '_'.join(parts[3:])
for 1, Line in enumerate(lines):
if " # ChildEBP RetAddr" in line and 1 + 2 < len(lines):
crash_eip = lines[1 + 2].strip()
crash_eip = crash_eip.split()[3] # get eip

new_filename = f"{1:02d}_{file_number:03d}_{exception_type}."+ext

original_file_path = os.path.join(current_directory, filename)

new_file_path = os.path.join(new_directory, new_filename) e~

if crash_eip not in crash_eips:
crash_eips.add(crash_eip)

shutil.copy2(original_file_path, new_file_path)

fifLeAJWLHﬂbEEF += 1 shutil.copy2(os.path.join(log_dir, log_file), os.path.join(unique_crash_dir, log_file))

break

» A AR O

» eip S| X|&H 7
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WinDbg + TTD(Time Travel debugging)

Start debugging
€ recent

EF aunch executable

Executable:

|C:WProg ram Files (x86)¥lrfanView#i_view32.exe

Arguments:

102_277_calcwb1

Launch executable (advanced)

Supports Time Travel Debugging Start directory:

| C:WUsersWchans#Downloads#wbzWpoc

Attach to process
Supports Time Travel Debugging

Target architecture: ? | Autodetect

Open dump file Il Debug child processes

V| Record with Time Travel Dek

Configure and Record °

Connect to remote debugger

[
o#
&
t Open trace file
R
FER

Recorded process: C:#Program Files (x86)WlrfanView¥i_view32.exe

Recording command: /C "cd /d "C:#UserstWchansWDownloadsWwbzWpoc” && "C:
WUsersWchansWAppDataWlLocal#WMicrosoftWindowsApps

WMicrosoft. WinDbg_8wekyb3d8bbweamd64WTTDWTTD.exe" -accepteula -out "C:
WUsersWchansWDownloads#wbz" -launch "C:WProgram Files (x86)WlIrfanView
Wi_view32.exe" 02_277_calcwb1 1> "C:WUsersWchansWAppDataWlLocal#WTemp
WrecorderOutputProcess30412.txt" 2>&1"

Stop and Debug Cancel

,@ C:\Users\chans\Downloads\wbz\i_view3202.run - WinDbg 1.2308.2002.0

View Breakooints Time Travel Model NelgTelilgle] Source

{'} Step Out {'} Step Out Back
{"} Step Into ~ {"} Step Into Back

Break Go Go
+ {} Step Over *{} Step Over Back pack

Restai.

Stop Debuggin
i e Settings Souic. *csembly
Detach talny v

Command X

ModLoad: 75860000 758d9000
ModLoad: 75a10000 75ad4000
ModLoad: 75fc0000 76022000
ModLoad: 76120000 76232000
ModLoad: 76a30000 76bd8000
ModLoad: 76be0000 76cd0000
ModLoad: 76cde0ee 76d55000
ModLoad: 76d60000 76e1a000
ModLoad: 76e20000 76e3a000
ModLoad: 7680000 77114000
ModLoad: 77270000 772ef000
ModLoad: 77300000 774b1000

: \WINDOWS\Systum32\msvcp win.dll
:\WINDOWS\System_2\msvcrt.dll

: \WINDOWS\System32 7di32full.dll
:\WINDOWS\System32\uc-tbase.dll
: \WINDOWS\System32\USErn?2.d11

: \WINDOWS\System32\KERNEL?2.DLL
: \WINDOWS\System32\sechost. 11
:\WINDOWS\System32\RPCRT4.d1l1
:\WINDOWS\System32\bcrypt.dll

: \WINDOWS\System32\KERNELBASE .d11
: \WINDOWS\System32\ADVAPI32.d1l1l
: \WINDOWS\SYSTEM32\ntd1l1l.d11

NOOOOO0O0O0O0O00O0n

(33bc.7238): Break instruction exception - code 80000003 (first/second chance not availab
Time Travel Position: 19:0

eax=004d17ea ebx=00313000 ecx=00000000 edx=00000000 esi=00000000 edi=000000L
eip=7735dc60 esp=0019fdl4 ebp=00000000 iopl=0 nv up ei pl nz na po nc

Cs=0023 ss=002b ds=002b es=002b {s=0053 gs=002b ef1=00000202
ntdll!LdrInitializeThunk:
7735dc60 8bff mov

K|

edi,edi

BB R °

Local Feedback

Memory

{"} Step Out Back

{"} Step Into Back
€le

{} Step Over Back g,k

0:000> |

7735dc60 8bff mov edi, edi

Stack Timelines

e Q

X Breakpoints

7735dc62 55 push ebp
7735dc63 8bec mov ebp, esp
7735dc65 8b550c mov edx, dword ptr [ebp+0Ch]

7735dc68 8b4dos mov ecx, dword ptr [ebp+8]

Exceptions

7735dc6b 56 push esi
7735dc6c e824000000 cal ntdll! LdrpInitialize@8 (7735dc95)
7735dc71 8b35b0044377 mov esi, dword ptr ds:[774304Boh]

Add timeline

7735dc77 85f6 test esi, esi
7735dc79 018594240400 jne
7735dc7f 6a0l push 1

Click on Add Timeline to create timelines

© Hackingcamp. All Rights Reserved

7735dc81 7508 push dword ptr [ebp+8]

7735dc84 e8978e0100 of: ntdll! NtContinue@8 (77376b20)
7735dc89 50 push eax

7735dc8a e8b1b60300 ntdll!_ RtlRaiseStatus@4 (773993490)
7735dc8f cc int 3

7735dc90 cc int 3

7735dc91 cc int 3
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IDA + Lighthouse

i," IDA - Wbz.dllidb (Wbz.dll) C:\Users\chans\Downloads\wbz\Wbz.dll.idb
File Edit Jump Search View Debugger Lumina Options Windows Help

‘E < => 'E!"t&n B { ® B!’Eﬁﬁﬂnnﬁlﬂ" ot eh - W W No debugger v ﬂ =1

. | | miill o

g | Library function M Regular function Instruction Ml Data Unexplored [l External symbol Lumina function

Fun o X  IDA View-A, Pseudocode-A, Coverage Overview X = Hex View-1 X B Structures X a Enums X =) Exports

Function name 7 '8 IDA View-A m| x| = Pseudocode-A Coverage Overview
— - 11| ]*| CODE:00411386 eax, eax A switch ( v3 )

B sub_40rBB4 | |+| coDE:@0411388 ebx { E E 7 I_I_l o =1
EsubAOFCSC *| CODE:00411389 case OxC5: . q 9 E X — E X —I—
I sub_40FFDC i CODE :0041138A case OXC6: L — E -] — o
Esub_41031€ CODE:|0041138A case OxC7:

Ed sub_4105A0 D CODE:0041138A loc_41138A: : case OxC8:

B sub_410778 CODE:0041138A ; DATA XREF: sub 4 case @XCB:
Esub_41090C L CODE:0041138A ecx, 1 goto LABEL_36;

B3 sub 410C2C i CODE : 0041138F edx, 1 ' case @xC9: O 2 A (@) R T

@ sub_410EB0 N CODE:00411394 eax, ebx if ( sub_4@FC5C(al, 0, 1) ) ® rr n exe  — O

Ed sub_410F9C § CODE:00411396 sub_40FC5C goto LABEL_57; l j , — E l E o

B sub 411030 i CODE:0041139B eax, eax result = 0;
- t+---*| CODE:0041139D loc_4114C7 break; — x

Ed sub 411144 o

Esub 2111E0 o CODE:004113A3 eax, eax case OxCA: l I
- o CODE :004113A5 ebx if ( sub_40FC5C(al, 1, 1) ) E _I_ E

Esub_41‘l4D8 e goto LABEL_57;
sub_411568 result = 0;

break;

CODE:004113A7

Bl sub 411664 CODE : 004113A7
B sub_411694 i CODE:004113A7 loc_4113A7: CODE XREF: sub_4111E@+7E case @xCC:

Ed sub_411700 i CODE:004113A7 sub if ( sub_410778(al) ) d H_l X—I O ‘ 3 OI 7:' o 2 L_I- *_I x-l O
AR : eax ebx ju 5 o
- il » Lebx LSono LB rcov Al L oOT =TT

B sub_411774 CODE:004113A9 dword ptr [eax+14h], break;
Ed sub_4117A0 3 CODE :004113B0 edx, [ebx+192h] default: E —t O A — I |

Bd sub 41170 ] CODE :004113B6 [eax+18h], edx goto LABEL_56; O I I —
B sub 411708 CODE : 004113B9 eax, ebx } — I — O o
Ed sub_4117F0 i CODE:004113BB edx, [eax] return result;
B4 sub_411820 3 CODE : 094113BD dword ptr [edx] }

Bd sub 411828 i CODE :004113BF loc_4114C7 if ((v3 > 194 )
B <ub_4119CC CODE:004113C4 {

Bd sub 411464 CODE:004113C4 v5 = v3 - 195;
- CODE:004113C4 loc_4113C4: “ODE XREF 4 EO+E if ( !'v5 )
H GetPluglninfo

Ed scanwBC

CODE :004113C4 : DATA XREF: sub_4111E@:jpt 4 {

5 eax, ebx | able 004 ) ca L LABEL_36: . ' 1
B i S e Zh Geetne o yyea; https://github.com/gaasedelen/lighthouse
€adzcommeil CODE:004113CB test eax, eax 11[5] = ( ) ( ))59;
Ed ReadWBC -*| CODE:004113CD ]Ei short l;c_4113D3 511[6] = = )( )) (( Yal + 402);

E;W }é:io et et https://qgist.github.com/wumb0/de671cc5051353fd32af4aecc811a282

< > ! |0001078A 0041138A: sub_4111EQ:loc_41138A 0001079D sub_4111E0:50 (41139D)
Line 486 of 486 D« <

AU: idle |Up  |Disk: 8408
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B id_000010_00_STATUS_FATAL_APP_EXIT
B id_000011_00_STATUS_STACK_BUFFER_OVERRUN

B id 000012 00 STATUS STACK BUFFER OVERRUN
. id_000013_00_STATUS_STACK_BUFFER_OVERRUN

ne e e mo

76342718 744f je KERNELBASE! UnhandledExceptionFilter@4+0x99 (76342849)

763427fa 8975fc mov dword ptr [ebp-4], esi

763427fd 68cce51f76 push 761FESCCh

76342802 e89727f6ff call KERNELBASE! DbgPrint (762a4f0%e)
76342807 59 pop ecx

76342808 cc int 3

STATUS_STACK_BUFFER_OVERRUN encountered

(98c.330c): Break instruction exception - code 800000063 (first chance)

*** WARNING: Unable to verify checksum for \\vmware-host\Shared Folders\Share\IrfanView\Plugins\BabaCAD4Image.dll
£ax=00000000 ebx=695ff4b4 ecx=761fe5cc edx=00193981 esi=00000000 edi=00000000

eip=76342808 esp=00193ae® ebp=008193b70 iopl=0 nv up ei pl zr na pe nc

€s=00823 s5=002b ds=082b es=002b fs=00853 gs=002b ef1=00000246
KERNELBASE!UnhandledExceptionFilter+0x58:

76342808 ccC int 3

9:000> kv

# ChildEBP RetAddr Args to Child

00 00193b76 69108770 6911f4b4 2b8d3faa d472c@55 KERNELBASE!UnhandledExceptionFilter+0x58 (FPO: [Non-Fpo])
WARNING: Stack unwind information not available. Following frames may be wrong.

91 00193ead 690eceb4d 00000002 1940045 f94ff94 BabaCAD4Image!ShowPlugInOptions+0x44480

02 00193ef4 69020000 2b%400aa 00197af0 ©08197fad BabaCAD4Image!ShowPlugInOptions+8x28bc4

®

[“E] BabDaCADAImage | SNowP LUgINUPL10oNS+oX1Da10
84 060193efc ©0197af0 00197120 00000000 00000 ©x2b%480aa

85 90193100 ©6197fa0 00000000 0000000 0OOOOLBD Bx197afO

86 ©0197af@ 313d736d 616c623b 67626b63 ©03b303d ©x197fa0

87 ©0197af4 616c623b 67626b63 003b303d 00000000 ©x313d736d

88 00197af8 67626b63 003b303d 00000000 0O Bx616C623b

89 80197afc ©e3b36e3d 00000000 00000000 DO Bx67626b63

Ba ©08197boo 06000000 00000000 00000000 0P Bx3b383d

» Buffer Overflow, SAEH Ot
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O Jump to address % ||©:0:000> ba w4 ebp-0x4 ‘

||©:0:000> g-
Breakpoint 2 hit

Jump address BhowPluglnOptions+0x28bcd . oo

Time Travel Position: 68F89:(89

0K Cance Help eax=00000030 ebx=0018deb® ecx=06fcb958 edx=000000831 esi=06fcb958 edi=00000021

WH EN?? eip=6ceeba5c esp=0018dc7c ebp=060818de98 iopl=0© nv up ei ng nz ac po cy
Cs=0023 ss5=0082b ds=082b es=0082b fs=0853 gs=082b ef1=002006293
BabaCAD4Image !ShowPlugInOptions+@x2276c¢:
6ceebaSc 8640810000 inc dword ptr [esi+8148h] ds:0082b:06fd3298=00000031
O Jump to address X

Jump address showPluglnOptions+0x2276¢

OK Cancel Help

O Jump to address X
I . - ||6:0:000> kv
Jumpiaddress ' o # ChildEBP RetAddr Args to Child
0K Cancel Help WARNING: Stack unwind information not available. Following frames may be wrong.
09 08018de98 6ceecd/9 0018deac ©90191ac8 084dfee44 BabaCAD4Image!ShowPlugInOptions+8x2276¢C

81 0018def4 6ceeSdac e700ac81 00191ac8 80191178 BabaCAD4Image!ShowPlugInOptions+8x28a8¢

- [ebp+var 1] ; int B2 B0190cs84 bceclled 00191/ac e/01ba3d BYBBVLE9%e BabaCAD4lImage!ShowPluglnOptions+8x21a5c¢
=CX, COL - L o > - - - - - - -
.text:1002CD74 read section header
I - HHdH S ()I = .
set aHeader @ Canary I-I!O — T 'g!-?_ly J A I='| A 9— -.E_ﬁE_IlII 'g!-?_

® =2H tracing — & 7t 2 &5 =A Ot A - B = A @
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int __thiscall section_header_parse(HGLOBAL hMem) _ ) _

{ char __usercall read_data@<al>(int al@<ebx>, int a2@<esi>)
_DWORD *v2; // eax {
_DWORD *v3; // esi counter =
int type:; // [esp+8h] [ebp-48h] BYREF while ( 1
wchar_t section name[32]; // [esp+Ch] [ebp-44h] BYREF {

v3 = (unsigned __intl6)*(char *)(a2 - *(_DWORD *)(a2 + 33084) + *(_DWORD *)(a2 + 33088) + 312);

[/ M=) if ( v3 == '\r" || v3 == '"\n' ) // end condition: when encounter \x0d or \x0A
if ( v3[8272] < v3[73] ) JELS

{ if ( counter > 254 ) // end condition: when loop num becomes 255
read_section_header((int)section_name, hMem, &type); // save unicode header name, type num {

1f ( !wcscmp(section_name, L"HEADER") ) *x(_WORD *)(al + 510) = 0;
- b

{ return 0;
v3[75] = 1; }

} * : : : :
: : (_WORD *)(al + 2 * counter) = v3; // write in buffer (v5 buffer in section_header_parse)
1 n i — >
else if ( !wcscmp(section_name, L"TABLES") ) ++%(_DWORD *)(a2 + 33088):

{
v3[75] = 4; v4d = *(_DWORD *)(a2 + 33084);

} v5 = *(_DWORD *)(a2 + 33080);

else if ( !wcscmp(section_name, L"BLOCKS") ) ++counter;

{ if ( *(_DWORD *)(a2 + 33088) - v4 >= v5 )
v3[75] = 8; {

} vl2 = x(FILE **)(a2 + 4);

else *(_DWORD *)(a2 + 33084) = v4 + v5;

{ *(_DWORD *)(a2 + 33080) = fread((void *)(a2 + 312), 1lu, 0x8000u, v12);
v3[75] wcscmp(section_name, L"ENTITIES") != 0 ? 64 : 16; }

} if ( *(_DWORD *)(a2 + 33088) >= *(_DWORD *)(a2 + 292) )

. goto LABEL_8;
GlobalUnlock(hMem);

return v3[75];
}

0;
)

@ IDA 0|25l Root Cause

w
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Shared Folders Share

<
3024 x 4032 x 24 BPP  3/4 32% 208 MB /3488 MB 2024-01-06 / 18:32:04
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WindFL 1.17 by <ifratric@google.com> e e e
Based on AFL 2.43b by <|camtuf@google.com> A ST t Al l Ny - - : ,
[+] You have 4 CPU cores with ay run time . SecC
H i last new path
| " | last uniq crash
Pr QCess 53.1:1: N |t_ 1S l ac 1' LI i D h anc .
Setting up output d Ny | . — 1 s ':1 e g
0 reuse. CYClEe Prodress T dpP COvel -:1.!-?1':1 R
[":‘ let ing _I:Z:I |ld session data. X : |,_,| | |,_,| ) |__,||__,|:F?f. | map dE‘.rI S ‘|'_'_ : .:: . ‘_'|_|'.\ j . 5_' ':'.
”UJ::.:J.T;. :Zj' i | eanyp succes sful . paths timed out @ 0 (0.00%) | count coverage : 1.18 bi
Mo auto—generated dictionary tokens to reuse, - st ade progress - """""""""""""""— + findin as In dEf[Zi'ﬂ'l
Creating hard links for all input files... | C trim BAWRZ Favored paths . (100.00%)
Loading extra dictionary from 'Ci#winaf|-mastertfibui |d3Z2ibinWReleasefdictionarytiecw. dict’ (leve ) , trim bawha | favored : aths 1 > ] == M
Loaded 2 extra tokens, size range 3 B to 4 B. : 1 (100, 00%)

0 (0 uniaue)

MR Z2MA(PID 8288)2F =252 SUCTH i B . . s = T
[ r::-_r QCes :'::“ nu n:figgle:::i . . CACL opCCl cmfEpte s W e o g ) | tlj:jl‘t a | t[|'|(j|_]t:-_“-; 5 (U L U unique ).
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E,@Mediahionkey.exe 0,42 192,860 K 179,264 K 11104 MediaMonkey 3 Yentis Media Inc,
MediaMonkeyEngine.exe < 0,01 14,132 K 24992 K 1960 MediaMonkey S Ventis Media Inc,
@MediaMonkeyEngine.exe < 0,0 15,368 K 30,036 K 1812 MediaMonkey S Ventis Media Inc,
@MediaMonkeyEngine.exe < 0,01 111,476 K 147,540 K 14056 MediaMonkey S Yentis Media Inc, ’I AI‘ Ol AL E A—” A _|_|_-| XI O ‘

. O T —_— o

i SIAO|X| RSCHH?
/
\ 3.

6% 6%
@

MediaMonkeyEngine.exe MediaMonkeyEngine.exe
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1. HICAL &2 M2

. HER MIRRORS — PRIVACY POLICY %% =
@ IrfanView

VERSION 4.66 DOWNLOAD v  LANGUAGES PLUGINS SKINS SCREENSHOT ABOUT v  SUPPORT-DONATE FAQ FORUM

One of the Most &3 psc_0931 baisy,jpg - IfanView TR E X
Popular VIeWerS File Edit Image Options View Help . H o I *L o
: BSHAR| L BB G| Q0. |66 a«% 4 & 2 %e _I I_ Il]." ~ A
Worldwide - ‘ _ — = @ I_I C{AF O = 1 -1 %I —
‘ - . } N D@isy aint| x SENES

N &
e o &
.k M - (e

gl o O D it 3

Stack-based Buffer Overflow Vulnerability in the —
v @ PoC I+ 5! 2A HOAM ZH|
m Latest Version of 32bit IrfanView Plugin
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1. HICAL &2 M2

@ @ 7L XtofA| o|H Y2
® ¥oi-» o0 Hus)| POC .|._|.|'°EI ¥ EJ_'_A'I ﬁ:EI-

Hello,

This is Minseo Kim again.

" 4

o) LR

L RL2| CVE AH CVE MHSX| 248
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TUHE &2 2
2. Zero Day Initiative(ZDI) M| &

INITIATIVE PRIVACY WHO WE ARE HOW IT WORKS BLOG ADVISORIES MY PORTAL -~

PUBLISHED ADVISORIES 2 - ( wewnc D

The following is a list of all publicly disclosed vulnerabilities discovered by Zero Day Initiative researchers. While the affected vendor is working on a patch for these
vulnerabilities, customers are protected from exploitation by security filters delivered ahead of public disclosure.

All security vulnerabilities that are acquired by the Zero Day Initiative are handled according to the . Once the affected vendor patches the vulnerability, we
publish an accompanying security advisory which describes the issue, including links to the vendor’s fixes.

MY CASES

ZDI CAN AFFECTED PUBLISHED UPDATED
VENDOR(S)

OPEN CASE

ZDI-24-084 ZDI-CAN-22520 Lexmark CVE-2023-50737 88 2024-01-31

MY ACCOUNT

ZDI-24-083 ZDI-CAN-22445 Lexmark CVE-2023-50736 88 2024-01-31

LOGOUT

ZDI-24-082 ZDI-CAN-22443 Lexmark CVE-2023-50735 7.5 2024-01-31

ZD| &l 2 2. jpcOMING vs. PUBLISHED A 22| 1 Atz slol HE M E AN E
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2. Zero Day Initiative(ZDI) M| &

A NAME OF VULNERABILITY*Alphanumeric, max 255 characters

DETAILED DESCRIPTION*

1. Vulnerability Title
a. e.g. Vendor Product Module Vulnerability Remote Code Execution Vulnerability
2. High-level overview of the vulnerability and the possible effect of using it
3. Exact product that was found to be vulnerable including complete version information
4. Root Cause Analysis (recommended but not required)
a. Detailed description of the vulnerability
. Code flow from input to the vulnerable condition
. Buffer size, injection point, etc.
d. Suggested fixes are also welcomed
5. Proof-of-Concept
a. Upload all proof-of-concept code *via file attachment®
. Put any additional instructions or explanation for executing the proof-of-concept here
. Full exploit code is optional
6. Software Download Link

a. Forvetting purposes

PAYMENT METHOD*
CHECK ® WIRE TRANSFER

CREDIT DISCOVERY TO*

ATTACHMENT

No file attached

If your attachment is larger than S50MB, please contact us for file transfer instructions.

SUBMIT

K|S PUBLISHED ADVISORIES & 15t0] &ty

= U HI2E| =2 2% (WIRE TRANSFER FH)
O{X}: zDI & CVE &2 Al E0{Z 0|2

utd 5 24 20M, poC Y, Y AR §
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2. Zero Day Initiative(ZDI) H| &2

Trend Micro lncorporated

Ann: Americss Purchasing

225 E. John Carpenter Freeway, Suite 1500
Invieg, TX 75062

Substitute W-SBEN Tax Certification Form ¥ 7|15t EUd W82 O34 Z& LU

e e e o e Seled 923 KOOKMIN BANK

. 2.;;:‘:":;memwnmsw.mm Tax Form asd cam be usad 10 fequest 2 exemption Som U.S. #26, Gukjegeumyung-ro 8-gi
Please complese roquested infor SIgn & Qs aed emad K us_rscesingd endmacio.com S0 28 F4 Seoul, Korea
1. Name of Indvidual Who ts the Beneficial Owner: ‘::)\'1%}\ g%f_ﬁ? %Xﬂ%;‘%if
R SR = 2122 SWIFT CODE (B.I.C.) CZNBKRSE
o £33 woH Ho| RS s EL 9303 ARHE
4. US. Tapeyer ID ifamy: 50 ¥oi 29 9§49 OO0 (E3)
5. Foregn Tax ID (i no U.S. Tax ID is provaded above): g_% I:‘izl—giél _E_g| Xl_§|-HI_-|_'c:> C C C\,: ;::; ’C”’C"C"C"C‘

6. 1 you &id not peovide either US, Taxpayer 1D of Foregan Tax [D sbove, please provide your date of buth s this

formes mm/ddAyyy:

7. Boelly descride your product/service 1o whsch this form relates:

8. Isthe service performed withes or cutside ULS.7: [ Withun [ Owende [ Not Applicable

9. Isthe income 10 which ths form relates a rovalty such s software hicerseg? [ Yes [J No [ Net Applicabie

10, 1f Yes 10 #9, is the rovalty used within of oatade 1.5.7 OWalva DOutside [JOther, please explan:

U pesaltes of perjery, | cerify hat all of the nformasion provided sbove is oerect. | further certify under Please note that after you submit your profile information, it

penaltees of perjury that:

o 1 the henefical owner (o am uthorizsd o sig o the bencficial owner) of al the insomse 1> which this form will not appear on this page since no sensitive information is
relates,

s ey v Lo SPROA H A S W e stored locally. If you are not comfortable submitting
Ir!l.’.s., . . . . .

St information online, you can alternatively email

Signature: D using our

WS8-BEN =4 Wire Transfer &
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3. CNE 7|20 21 - H| &2

Submit a CVE Request
* Required

* . -
Select a request type - Please choose an action - v

* Enter your e-mail address

- ™

A% IMPORTANT: Please add cve-request@mitre.org and
cve@mitre.org as safe senders in your email client before
completing this form.

https://cve.mitre.org/

w
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DT2NE ZD

CASE OPENED UPCOMING ADVISORIES m PUBLISHED )

The following is a list of vulnerabilities discovered by Zero Day Initiative researchers that are yet to be publicly disclosed. 578 advisories pending public disclosure
The affected vendor has been contacted on the specified date and while they work on a patch for these vulnerabilities,
Trend Micro customers are protected from exploitation by IPS filters delivered ahead of public disclosure. Trend Micro

A case has been opened and added to the queue for review.

customers are additionally protected against Oday vulnerabilities discovered by our own researchers.

CASE ASSIGNED

AVAILABLE IN RSS FORMAT
A case has been opened and added to the queue for review.
CASE INVESTIGATED

This case has been investigated. ZDI CAN AFFECTED VENDOR(S) SEVERITY REPORTED DEADLINE

ZDI-CAN-22741 CVSS: 2024-01-17 2024-05-16

CASE CONTRACTED (13 days ago)

This case has been officially contracted to the ZDI. Discovered by: ssongk of WHS WWW Team

ZDI-CAN-22735 : 2024-01-17 2024-05-16

CASE REVIEWED (13 days ago)

This case has been reviewed. Discovered by: ssongk of WHS WWW Team

ZDI-CAN-22718 : 2024-01-09 2024-05-08

VENDOR DISCLOSURE (21 days ago)

The details of this case have been submitted to the vendor as ZDI-CAN-22718. Discovered b\/; Minseo Kim of WHS WWW Team

POC SECURITY
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